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ISAC basics

Information Sharing and Analysis Center or (ISAC) is a nonprofit
organization that provides a central resource for gathering
information on cyber threats to critical infrastructure and providing
two-way sharing of information between the private and public

Information Sharing & Analysis Tools

Threat Data, Information Sharing
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Anonymous Submissions
Cyberintel Listserver

Relevant/Actionable Cyber &
Physical Alerts (Portal)

Special Interest Group Email
Listservers

Document Repository
Member Contact Directory
Member Surveys

Risk Mitigation Toolkit
Threat Viewpoints

Ongoindg Engagement

® Bi-weekly Threat Calls

® Emergency Member Calls

® Semi-Annual Member Meetings
and Conferences

® Regional Outreach Program

® Bi-Weekly Educational Webinars

Readiness Exercises

® Government Sponsored
Exercises

© Cyber Attack against Payment
Processes (CAPP) Exercise

® Advanced Threat/DDoS Exercise

® Industry exercises-Systemic
Threat, Quantum Dawn Two, etc.



Chain of trust




Architectural planning of e-isac.hu

» Strategic plan

D N N N N N NN

—

g

ISAC independent from HEA infrastructure
Highest security is to be implemented
Reporting anonymity

Forums

Storage of several 1000s of documents
CERT and other free Threat Report de-duplicated input (copy to fw)
Threat statistics (World, Europe, Hungary)

Hand made Vulnerability Report

PLEASE EXCUSE

> Private developer chosen (Black Cell Ltd.) OUR APPEARANCE
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Implementation of e-isac.hu




Implementation of e-isac.hu (documents)
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Implementation of e-isac.hu (threat reports)
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Implementation of e-isac.hu (CERT alerts)
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Implementation of e-isac.hu (incident reporting)

Report an incident

Disclaimer: All incidents will be sent anonymously through this form.
YITOUSIY EIOuS UPCOMING EVENTS

Subject W
— ENISA training on aviation

cybersecurity co-orga
Comments W EASA
Nov 20,2017

els, Belgium

INCIDENT W

I'm not a robot

2017 Sponsored by . powered by the




Implementation of e-isac.hu (threat feed

ABOUTUS - REPORT AN INCIDENT FORUM DO

AENTS EVENTS

NEWS CONTACT USER MANAGEMENT

Add a filter +

All Hungarian Mal ip
ak.imgfarm.com
195.184.191.147

195,

o
%
o
e}
s
b

37.9.213.41
37.9.213.41
79.172.208.97
79.172.208.97
89.133.32.181

89.133.32.181

1,953,96

Type
malware_distribution
malicious_ip
scanning
malicious_ip
scanning
malicious_ip
scanning
malicious_ip
scanning

malware_distribution

Feed type

Hourly feed

Severity
high

high

Date

May 8th 2017

May 25th 2017

May 215t 2017
November 17th 2017
September 19th 2017
May 21st 2017

May 21st 2017

May 2nd 2017

May 2nd 2017

May 8th 2017

COUNT IPS

)



Implementation of e-isac.hu (vulnerability sheet)

Vulnerability datasheet

Name vulnerability

VMware vCenter Server Middle

Organisation Attack type

GovCERT Hungary Authentication

CERT ID

CH-14287 http:/ftech_cert-hungary.hu/vulnerabilities/CH- 14287

Release date
17. november 10. ES-481

Summary
A vulnerability in VMware vCenter Server could allow an unauthenticated, remote attacker to cause a
denial of service (DoS) condition.

Description

The vulnerability is due to improper handling of crafted LDAP packets by the affected software. An
attacker could exploit this vulnerability by sending crafted LDAP packets to the targeted system. An
exploit could cause the affected application on the system to crash or become unresponsive, resulting
in a DoS condition.

CVE reference: CVE-2017-4927

Technical details

|
2
(1]

https://tools.cisco.com/security/center/viewAlert. x ?alertld=55877

Affected systems

VMware, Inc. vCenter Server 6.0 (Base, Update 1, Update 2, Update 2a, Update 3, Update 3a, Update
3b) | 6.5 (.0, .0a, .0b, .0c, .0d, .0e)

VMware has confirmed the vulnerability and released software updates.
https://my.vmware.com/web/vmware/details?download Group=YC85U1&productld=614&rPld=17343
https://my.vmware.com/web/vmware/details?productld=491&download Group=VCE0U3




Expectations

If we manage to stop for the first year 1
attack

Then the next year the double
Then double again
Then...




Questions?




Thank you for your kind attention!

Szabolcs Hallai

CISA, CISM, C|CISO, CITRM
Hungarian Energy Agency - CISO
hallaisz@mekh.hu



